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Questionnaire
[bookmark: _Toc55914599][bookmark: _Hlk525909219]
[bookmark: _Toc219991622]1 General Information
In scope services: custody services (with or without a sub-custodian).

[bookmark: _Toc55914601][bookmark: _Toc219991623]1.1 Business Overview

	1.1.1 Please provide the following information in respect of the firm:



	Name of legal entity responding
	  


	Type of organisation
	  





	1.1.2 What is your relationship to your group?



	☐ Parent Entity

	☐ Full branch (if proposed sub-custodian is a bank)

	If a branch, please confirm where your parent entity is incorporated.

	


	☐ Subsidiary – wholly owned

	[bookmark: _Hlk105579674]☐ Subsidiary – not wholly owned

	If not wholly owned, what percentage of share capital does your group own?

	


	☐ Other 

	If other, provide details

	




	 1.1.3 Please state the full legal addresses of your head office and of any departments that service us (e.g. operational service centres, including significant outsourced operational functions relevant to custody and/or client money services).



	  
 
 



	1.1.4 In the last 12 months have there been any changes to your client service model and/or management structure? 


 
	☐ Yes
☐ No

	If yes, provide details.

	  
  



	1.1.5 In the next 12 months, do you plan to make changes to your client service model and/or management structure?  



	[bookmark: _Hlk524688050]☐ Yes
☐ No

	If yes, provide details.

	




	1.1.6 Kindly confirm that a minimum of four weeks’ notice of our annual due diligence visit is sufficient.



	☐ Yes
☐ No

	If no, provide details.

	





[bookmark: _Toc55914603][bookmark: _Hlk523487830][bookmark: _Toc219991624]1.2 Company Structure
 
	[bookmark: _Hlk105685789]1.2.1.1 Please complete the following table, showing the total number of custody employees located domestically plus a breakdown by key activities.



	
	Number of custody employees

	Total
	  


	Management
	  


	Operations
	  


	Client services

	Relationship managers
	  


	Account officers
	  


	Other
	  


	Comments

	




	1.2.1.2 Please provide a summarised organisation chart outlining the structure of the prime brokerage team



	  
 
 





	1.2.2 Kindly detail the prime brokerage products and services that you support in each region in which you operate.



	  
 
 



	1.2.3 In the last 12 months have there been any changes to your business activities which are relevant to the services that you provide to your custody clients? 



	Custody

	☐ Yes
☐ No
☐ N/A

	If yes, provide details.

	




	[bookmark: _Hlk50039247]1.2.4 In the last 12 months have there been any changes (e.g. merger, transfer, or novation, change of type of corporation) to the legal names or the entities providing custody services in your jurisdiction and responding to this questionnaire. If applicable, please also provide this information for the local delegate if different from the contracting entity. 




	☐ Yes
☐ No

	If yes, supply a copy of the notification.

	




	1.2.5 Have there been any changes to your group's ownership structure in the last 12 months? 

	☐ Yes
☐ No

	If yes, provide details.

	





	 1.2.6 In which locations does the firm provide prime brokerage services? Kindly detail the number of prime brokerage staff employed at each of the locations.



	  
 
 



	 1.2.7 How does the firm ensure physical and operational segregation of custody activities and client data from other parts of the business e.g. the use of information security barriers, system access restrictions etc.?



	  
 
 




[bookmark: _Toc219991625]1.3 Regulator Overview

	[bookmark: _Hlk105577618]1.3.1 Which official body regulates your business (including banking and custody)? If they license or provide a formal approval of your business, how frequently does this need to be renewed? 

	
	Licensed/regulated by
	Frequency

	(a) Banking

	
	

	(b) Custody
	  

	  


	Please provide a copy of each current licence or approval notification

	[File Attachment]



	1.3.2 Please confirm that you comply with local regulatory requirements in relation to the provision of custody services in your jurisdiction.



	Custody

	[bookmark: _Hlk54366810]☐ Yes
☐ No
☐ N/A

	If no, provide details.

	





	1.3.3 Are you subject to local regulatory disclosure reporting requirements including minimum capital requirements?




	☐ Yes
☐ No

	If yes, please provide details.

	




	1.3.4 Where your principal regulator differs from the local regulator, do the local regulator’s rules apply to your prime brokerage business.

	☐ Yes
☐ No
☐ N/A

	If yes, provide details.

	






	1.3.5 Has your regulator(s) raised any material issues in respect of your custody activities within the last 12 months?



	☐ Yes
☐ No

	If yes, provide details.

	
  




	1.3.6 Have you been subject to any fines, enforcement actions or other admonishments by authorities during the last 12 months? 



	☐ Yes
☐ No

	If yes, provide details.

	
  




	1.3.7 Are there any regulatory changes being implemented that will directly impact your business strategy over the next 24 months?

	☐ Yes
☐ No

	Comments

	
 



	1.3.8 Please confirm which of the following criteria you meet to be an "approved bank" under the UK Financial Conduct Authority (FCA) guidelines:



	☐ A Central Bank of a member state of the OECD (including the Bank of England).

	☐ A bank which is supervised by the Bank of England, or a central bank or other banking regulator of a member state of the OECD.

	☐ A credit institution established in an EEA State other than the United Kingdom and duly authorised by the relevant Home State regulator, or a bank which is regulated in the Isle of Man or the Channel Islands.

	☐ Supervised by the South African Reserve Bank.

	☐ Regulated by a local banking regulator, required to provide audited accounts; have minimum net assets of £5 million (or equivalent) and have had a surplus revenue over expenditure for the last two financial years.

	Comments

	  
 
 


 
	[bookmark: _Hlk55841534]1.3.9 Please confirm which of the following criteria you meet to comply with the current European Union (EU) directives and regulations applicable to Alternative Investment Fund (AIF) and Undertakings for Collective Investment in Transferable Securities (UCITS).



	☐ A Central Bank of a member state of the EU

	☐ A credit institution authorised in accordance with Directive 2013/36/EU on the access to the activity of credit institutions and the prudential supervision of credit institutions 

	☐ A MiFID Investment Firm

	☐ A third country credit institution subject to prudential regulation and supervision which have the same effect as EU law and are effectively enforced and in accordance with the principles laid down in Article 16 of Directive 2006/73/EC. (Such prudential regulation and supervision would include aspects of the following: (a) custody services being governed by law; (b) your assets being clearly segregated from those of your clients; (c) there being a deposit guarantee schemes in place for cash in the event of your failure; (d) your regulator being a member of the International Organisation of Securities Commissions (IOSCO).)

	Comments

	
 
 



	1.3.10 Please indicate your membership and participation in local industry bodies and initiatives. 



	☐ CSD working group

	☐ Central Bank working group

	☐ National trade association

	☐ Other

	Please provide details. 

	




	1.3.11 Have regulators required your organisation to undertake any stress testing to ensure your risk management and capital planning decisions can sufficiently withstand adverse market events? 



	☐ Yes
☐ No

	If yes, did you pass the test?

	


	If no, provide details.

	




	1.3.12 Please outline any enhancements to your market infrastructures' (e.g. CCP, CSD) operational reporting capabilities planned for the next 12 months.



	  
   





[bookmark: _Toc219991626]1.4 Regulatory Compliance

	1.4.1 Kindly outline how the firm currently intends to manage a potential future insolvency of it.



	  
   




	1.4.2 In the last 12 months have there been any changes to the legal status of creditors granted seniority of claims against your assets? 



	☐ Yes
☐ No

	If yes, provide details.

	




	1.4.3 In the last 12 months have there been any changes that affect the securities account structure and/or account naming conventions at either the CSD or local custodian? 



	CSD

	☐ Yes
☐ No

	[bookmark: _Hlk110511129]If yes, provide details.

	


	Local custodian

	☐ Yes
☐ No

	If yes, provide details.

	




	1.4.4 In the last 12 months have there been any changes that affect either legal requirements or market practices related to the holding of client assets? 



	Legal requirements

	☐ Yes
☐ No

	If yes, provide details.

	


	Market practices

	☐ Yes
☐ No

	If yes, provide details.

	




	1.4.5 In the last 12 months have there been any changes to local law in your jurisdiction which require us to grant you a security interest, lien or right of set-off over our clients’ assets to recover debts that are not related to our clients? 



	[bookmark: _Hlk523914109]☐ Yes
☐ No

	If yes, provide details.

	  
  



	1.4.6 Kindly confirm that your firm is FATCA compliant.



	☐ Yes
☐ No



	[bookmark: _Hlk525305925]1.4.7 Please confirm that neither you nor your affiliates will transfer securities in the absence of an instruction from the depositary or the depositary’s client.



	[bookmark: _Hlk525305971]☐ Yes
☐ No




[bookmark: _Toc219991627]1.5 Insurance

	1.5.1 Are your insurance policies provided by an insurer(s) that is/are affiliated to your firm?



	☐ Yes
☐ No



	1.5.2 Please confirm that a qualified team within your organisation,  independent of your custody business, reviews your insurance cover on at least an annual basis

	☐ Yes
☐ No

	If yes, kindly provide an overview of the team including the size, location and responsibilities of the team.

	 
 



	1.5.3 At what frequency are insurance policies reviewed for the firm?



	  
   




	1.5.4 Is the firm a member of any local regulatory protection body, e.g. the Securities Investor Protection Corporation in the US?

	☐ Yes
☐ No

	If yes, please outline the protection afforded to clients under this scheme.

	 
 



	1.5.5 Does the firm have an excess SIPC, or equivalent, insurance policy?

	☐ Yes
☐ No

	If yes, kindly outline the policy detail and provide a copy of the insurance certificate for it.

	 
 



	1.5.6 Please confirm that you maintain adequate insurance policies to cover (select all that apply):



	☐ Any liabilities and indemnities that you may incur in connection with services you provide.

	☐ Professional Liability

	☐ Crime Insurance that covers dishonest acts

	☐ Enterprise privacy liability (cyber) 

	Please attach copies of all relevant insurance certificates or comparable evidence of coverage that confirms the level of insurance (including policy limits, insurance carriers, and deductibles) you maintain in respect of your prime brokerage and associated custody and safekeeping activities, and more specifically in respect of our clients.

	[File Attachment]

	Comments

	




	1.5.7 Please provide details of how you determine that the level of insurance coverage that you maintain is adequate in relation to the level of your prime brokerage and associated custody and safekeeping activities.



	  
   




	1.5.8 Are there any differences in the extent of your insurance coverage for clients' losses for which you are liable if the loss occurs within your organization or at a third party agent (if appropriate)?



	  
   





[bookmark: _Toc219991628]1.6 Financial Statements

	1.6.1 Please provide a copy (in English) of or link to the latest annual report for the contracting party and, if applicable, the local delegate. If not available, please provide this for the parent organisation.



	Please attach file here

	[File Attachment]



	1.6.2 Please provide a copy (in English) of or link to the latest annual report for the contracting party and, if applicable, the local delegate. If not available, please provide this for the parent organisation.



	Please attach file here

	[File Attachment]



	1.6.3 Has your organisation been named in a lawsuit in the last 12 months relating to your custody business? 



	☐ Yes
☐ No

	If yes, explain the circumstances of each lawsuit and the outcome(s) to the extent legally permissible.

	  




	1.6.4 Please state the latest available Basel III ratios. If your local regulators specify more stringent requirements than the Basel Agreement, please indicate the requirements and whether you comply.



	Please specify if Basel III is in transition or fully implemented.

	☐ In transition
☐ Fully implemented

	Capital adequacy ratio (%)

	


	Basel III (estimated %)

	


	Meets local requirements

	☐ Yes
☐ No

	Meets regulatory requirements

	☐ Yes
☐ No

	Comments

	


	Please specify the basis of calculation for your Risk Weighted Assets (i.e. standardised or advanced).

	☐ Standardised
☐ Advanced



	1.6.5 Please confirm if your organisation is considered a systematically important financial institution as defined by the Financial Stability Board/Basel Committee on Banking Supervision or as defined in the jurisdiction where it is registered.



	☐ Yes
☐ No



	1.6.6 Please confirm the credit rating of your organisation 



	
	S&P
	Moody’s
	Fitch

	Short-term
	
	
	

	Long-term
	
	
	





[bookmark: _Toc219991629]1.7 Legal Agreements

	1.7.1 Kindly confirm that you have complied with the full terms of the sub-custody agreement with us during the past 12 months.



	☐ Yes
☐ No

	If no, kindly provide details



	1.7.2 Do you accept liability for losses incurred by clients that arise from the loss of financial instruments, due to operational failures or internal weaknesses within your processes and controls?



	☐ Yes
☐ No

	If no, kindly provide details



[bookmark: _Toc219991630]1.8 Required Support Documentation

	1.8.1 Please attach the following support documentation for the firm:



	Certificate of Incorporation:
	[File Attachment]

	Memorandum and Articles of Association:
	[File Attachment]

	The latest AIMA Questionnaire:
	[File Attachment]

	A copy of the latest version of your SOC 1, SSAE 16, ISAE 3402 or equivalent
	[File Attachment]

	Certificate(s) of insurance:
	[File Attachment]

	Business Continuity Planning Disclosure:
	[File Attachment]

	IT Security Disclosure:
	[File Attachment]

	ISO 27001 or equivalent IT Security Certification:
	[File Attachment]

	Latest filed Resolution Plan:
	[File Attachment]

	Standard client reporting pack:
	[File Attachment]





[bookmark: _Toc219991631]2 Custody Operations
In scope services: custody safekeeping services (with or without a sub-custodian).

[bookmark: _Toc219991632]2.1 General Overview

	[bookmark: _Hlk528835982]2.1.1 Where you have centralised, offshored or outsourced activities, how are they monitored by management in the home jurisdiction? Please select all that apply. 



	Centralised/Offshored

	[bookmark: _Hlk528836081]☐ DDQ (please specify frequency)

	☐ SLAs

	☐ KPIs

	☐ Service Review meeting/call

	☐ Other (please provide details)

	☐ None

	☐ N/A

	[bookmark: _Hlk110438647]Further Information:

	




	Outsourced

	☐ DDQ (please specify frequency)

	☐ SLAs

	☐ KPIs

	☐ Service Review meeting/call

	☐ Other (please provide details)

	☐ None

	☐ N/A

	Further Information

	




	[bookmark: _Hlk105685016]2.1.2 In the past 12 months, have there been any changes to custody activities which you centralise, offshore or outsource? (e.g. instruction capture, matching, settlements, reconciliations, corporate actions)



	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If yes, please provide details of the changes actual/planned.

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If yes, please provide details of the changes actual/planned.

	  
 




	2.1.3 In the next 12 months, does your organisation plan to centralise, offshore or outsource any additional custody activities to another part of your group or to a third party? 



	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If yes, provide details.

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If yes, provide details. 

	  
 




	2.1.4 Where your organisation has centralised, offshored or outsourced activities to a third party (i.e. not the legal entity that has been contracted with for the provision of services), what is the relationship of that third party to your organisation?



	Relationship
	Yes/No
	Location (country/city)
	Legal name
	Activities

	Branch
	☐ Yes
☐ No
	
	
	

	Subsidiary
	☐ Yes
☐ No
	
	
	

	Joint venture
	☐ Yes
☐ No
	
	
	

	Affiliate
	☐ Yes
☐ No
	  

	  

	

	External party
	☐ Yes
☐ No
	  

	  

	

	Other
	☐ Yes
☐ No
	  

	  

	

	N/A
	☐ Yes
☐ No
	
	
	

	Comments
	

	  


	



	2.1.5 Where you have centralised, offshored or outsourced activities, has the accountability for service standards and operational functions been diverted from the contracting party?



	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If yes, provide details.

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If yes, provide details. 

	  
 




	2.1.6 Are there any legal or regulatory changes planned for your market which will affect your centralised, offshored or outsourced activities? 


 
	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If yes, provide details.

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If yes, provide details. 

	  
 




	2.1.7 Do you have all necessary regulatory approvals in place, for centralised, offshored or outsourced activities? 


 
	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If no, provide details.

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If no, provide details. 

	  
 




	[bookmark: _Hlk54625172]2.1.8 Do you conduct a risk assessment of activities that are centralised, offshored or outsourced? 



	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If no, provide details.

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If no, provide details.

	  
 




	2.1.9 Please confirm that you assess the following criteria for entities providing centralised, offshored or outsourced services.



	Centralised/Offshored

	[bookmark: _Hlk55843233]☐ Financial

	☐ Audit

	☐ Physical

	☐ Service continuity

	☐ Cybersecurity

	☐ N/A

	Comments

	



	Outsourced

	☐ Financial

	☐ Audit

	☐ Physical

	☐ Service continuity

	☐ Cybersecurity

	☐ N/A

	Comments

	



	2.1.10 Do you receive and review a copy of the internal and external audit reports for centralised, offshored and outsourced services? 



	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If no, provide details.

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If no, provide details.

	  
 




	[bookmark: _Hlk105685465]2.1.11 Do you have plans in place to substitute centralised, offshored or outsourced services if a provider is unable to continue?



	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If no, provide details

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If no, provide details.

	  
 




	2.1.12 Do you have an exit strategy (e.g. policies and procedures to ensure data protection, retention and retrieval) when terminating a contract or business relationship with a third-party supplier? 



	Centralised/Offshored

	☐ Yes
☐ No
☐ N/A

	If no, provide details

	


	Outsourced

	☐ Yes
☐ No
☐ N/A

	If no, provide details.

	  
 




	2.1.13 Do you maintain written operational controls and procedures for all custody operations functions?



	☐ Yes
☐ No

	If no, provide details.

	




	2.1.14 How frequently are the operational controls and procedures reviewed/updated and by whom? 



	Review

	☐ Quarterly
☐ Semi annually
☐ Annually
☐ Other (please specify):

	Reviewed by:

	

	In the last 12 months have there been material changes to your operational controls and procedures? 

	☐ Yes
☐ No

	If yes, provide details.

	
  



	2.1.15 In the last 12 months has your local regulator raised any concerns in relation to your operational controls and procedures? 



	☐ Yes
☐ No

	If yes, provide details.

	
 



[bookmark: _Toc219991633]2.2 Custody Systems

	2.2.1 Please describe your custody systems and IT architecture including platform, hardware, network software and end-user web-reporting platform.



	  
   




	2.2.2 Kindly specify whether each of these systems/applications is proprietary or provided by a third party vendor.



	  
   




	2.2.3 Please attach a map indicating how these systems interact with each other.



	Please attach file here

	[File Attachment]



[bookmark: _Toc219991634]2.3 Client On-boarding / Account Setup

	2.3.1 Please provide an overview of your client on-boarding and account setup teams. Kindly include specific detail of the size, location and management structure of these units and the specific activities that they support in each service location.



	  
   




	2.3.2 What is the approval process for prospective new clients?



	  
   


	Who provides this approval?

	




	2.3.3 Kindly provide a detailed walkthrough of the client on-boarding workflow and account set up processes.



	  
   




	2.3.4 What documentation is required to establish a new client relationship and set up required client accounts on your systems?



	  
   




	2.3.5 Do you accept electronic signatures from clients on required documentation?



	☐ Yes
☐ No



	2.3.6 What is your process for the subsequent amendment of live client data?



	  
   




	2.3.7 Does the firm indicate that a client is a depositary client on its books and records?



	☐ Yes
☐ No

	If, yes how is this depicted within the firm?

	




[bookmark: _Toc219991635]2.4 Transaction Processing

	2.4.1 Please provide an overview of your client on-boarding and account setup teams. Kindly include specific detail of the size, location and management structure of these units and the specific activities that they support in each service location.



	  
   





	2.4.2 Kindly provide a detailed overview of your internal trade capture process, detailing what functions are manual and automatic.



	  
   




	2.4.3 What are the different methods by which clients can instruct trades to your firm?



	  
   




	2.4.4 What automated checks do you perform to validate client trade instructions prior to the instruction being released to local sub-custodians?



	  
   




	2.4.5 How do you address trades that fail the validation process?



	  
   


	Is there a requirement to resolve them same day?

	☐ Yes
☐ No



	2.4.6 In the last 12 months have there been any changes that have led to a reduction or increase in manual processing for the items below? 



	Client instruction to the custodian

	☐ Yes
☐ No

	If yes, provide details.

	


	Custodian instruction to the CSD

	☐ Yes
☐ No

	If yes, provide details.

	  
   



	2.4.7 Kindly provide a list of your cash and security transaction instruction deadlines in each market?



	Please attach file here

	[File Attachment]



	2.4.8 What security types do you currently support?



	  
   


	Kindly also specify those security types that you are unable to support for clients.

	



	2.4.9 Kindly provide a walkthrough of your cash payment processing workflow indicating the specific authentication processes within it.



	  
   




	2.4.10 Do you verify all cash payment recipients against sanctions lists prior to release?



	☐ Yes
☐ No

	If no, provide details.

	




	2.4.11 What controls have you deployed to identify cash payments that are inconsistent with historical activity on a client’s account?



	  
   


	Are set thresholds employed for this or is it assessed on a case-by-case basis?

	



[bookmark: _Toc219991636]2.5 Settlements

	2.5.1 Please provide an overview of the Settlements teams to include detail of the size, service location and management structure of these teams and the specific activities that they undertake in each service location.



	  
   




	2.5.2 Kindly provide a detailed overview of your internal settlements process, detailing what functions are manual and automatic. The settlements processes covered should include: 
Trade matching 
Trade confirmation to Depositary trade related FX (if applicable)  
Failed trade monitoring 
Interest claim and contractual settlement procedures.



	  
   




	2.5.3 In the last 12 months have there been any material changes to your settlement processes?



	☐ Yes
☐ No

	If yes, provide details.

	




	2.5.4 Is settlement in the markets you operate, true DVP (i.e., simultaneous, final and irrevocable)?



	Equities

	☐ Yes
☐ No

	Exchange traded funds

	☐ Yes
☐ No

	Funds

	☐ Yes
☐ No

	Corporate and municipal bonds, sovereign bonds, eurobonds* (* only held at ICSDs)

	☐ Yes
☐ No

	Government bonds

	☐ Yes
☐ No

	Money market instruments

	☐ Yes
☐ No

	If no to any of the above, please advise how you reduce settlement risk.

	



	2.5.5 Please confirm which of the following controls are in place to ensure that an individual client’s securities are used only to settle that client’s trades (i.e., not used to settle trades belonging to either yourself or your other clients).



	
	Automated
	Manual

	Transactions are only settled upon receipt of instruction from the client
	☐ Yes
☐ No
	☐ Yes
☐ No

	Internal position checks occur
	☐ Yes
☐ No
	☐ Yes
☐ No

	All transactions are matched prior to settlement
	☐ Yes
☐ No
	☐ Yes
☐ No

	No third party has power of attorney over the depository accounts containing client securities
	☐ Yes
☐ No
	☐ Yes
☐ No

	Other (please provide details in comments below)
	☐ Yes
☐ No
	☐ Yes
☐ No

	Comments

	    
 




	2.5.6 Do you offer contractual settlement of client trades?



	☐ Yes
☐ No

	If yes, kindly confirm in which markets you provide this.

	




	2.5.7 In the last 12 months have there been any material changes to market processes, fails processing or penalties? 



	☐ Yes
☐ No

	If yes, please describe the changes.

	


	Please describe how any of the changes above affect the levels of manual intervention in these processes

	



	2.5.8 What is your process for identifying failed trades or payments and notifying clients?



	  
   




	2.5.9 With regards CSDR Settlement Penalties, has there been any change to your operational processes?



	☐ Yes
☐ No

	If yes, please describe the changes.

	




	2.5.10 With regards CSDR Settlement Penalties, have you a documented procedure in place for the appeals process?



	☐ Yes
☐ No

	If yes, please provide.

	




	2.5.11 What are the buckets / thresholds (size and age) employed for managing and escalating failing trades?



	  
   




	2.5.12 How does management oversee failing trade activity?



	  
   




	2.5.13 Do you notify clients of failing trades?



	☐ Yes
☐ No

	If yes, kindly outline how this is done.

	




	2.5.14 Do you offer partial settlement facilities to clients?



	☐ Yes
☐ No

	If yes, please detail the process and controls for this.

	





[bookmark: _Toc219991637]2.6 Reconciliations

	2.6.1 Please provide an overview of the reconciliation teams to include detail of the size, service location and management structure of these units and the specific activities that they support in each support location.



	  
   




	2.6.2 What is the primary reconciliation platform employed by your Reconciliation team?



	  
   


	Is this a proprietary or vendor platform?

	☐ Proprietary
☐ Vendor



	2.6.3 Please describe the reconciliation process, including the frequency of reconciliation, of your records against those of your local sub-custodians and, if applicable, any securities held physically in your own vaults.



	  
   




	2.6.4 In the last 12 months, have there been any changes to your reconciliation processes or procedures used when a discrepancy is identified?



	☐ Yes
☐ No

	If yes, provide details.

	




	2.6.5 In the last 12 months have there been any changes or enhancements regarding the process for reconciliation of breaks or outstanding items?



	☐ Yes
☐ No

	If yes, provide details.

	




	2.6.6 Where you maintain an omnibus securities account for your clients at sub-custodian level, at what do you reconcile this account against your books and records.



	



	2.6.7 At what frequency do your appointed agent banks reconcile their books and records against the local CSD’s records?



	☐ Daily
☐ Weekly
☐ Monthly
☐ Other

	If other, please advise on frequency.

	


	How do you currently verify this?

	



	2.6.8 What is your process to address and resolve cash or security shortfalls or breaks?



	  
   




	2.6.9 How do you protect your clients from these shortfalls?



	  
   




	2.6.10 Are the thresholds/KPI's relating to our client(s) currently rated as satisfactory?



	☐ Yes
☐ No



	2.6.11 At any point in the last 12 months, were the KPIs/thresholds (for our client(s)) categorised as unsatisfactory?



	☐ Yes
☐ No

	If yes, please confirm length of time this was in place, the issue and remediation.

	




	2.6.12 What end-of-day checks does the Reconciliations team complete to ensure it has dealt with all identified breaks accordingly?



	  
   




	2.6.13 Do you have a tracking process for aged discrepancies (e.g. standardised thresholds, Key Performance Indicators (KPIs))?



	☐ Yes
☐ No



	2.6.14 How does senior management currently oversee the reconciliation process and the timely resolution of identified breaks?



	  
   




[bookmark: _Toc219991638]2.7 Corporate Actions

	2.7.1 Please provide an overview of the Corporate Actions support teams to include detail of the size, service location and management structure of these teams and the specific activities that they support in each location.



	  
   




	2.7.2 Please describe your internal corporate actions process, detailing what functions are manual and automatic and how the processes differ for elective and mandatory events.



	  
   




	2.7.3 Do you employ a third party vendor to provide you with independent information on corporate events?



	☐ Yes
☐ No

	If yes, what vendor(s) do you use?

	




	2.7.4 Do your processes involve sending a Securities of Interest file to the vendor, if used?



	☐ Yes
☐ No

	If yes, how is this compiled and how often is it refreshed and re-sent to the vendor?

	




	2.7.5 In the last 12 months have there been any changes or enhancements to the following sources? 



	Corporate events information sources

	☐ Yes
☐ No

	If yes, provide details.

	


	Market information sources

	☐ Yes
☐ No

	If yes, provide details.

	  
  



	2.7.6 Do you use a system to store and process corporate event data?



	☐ Yes
☐ No

	If yes, is this a vendor or proprietary system?

	☐ Vendor
☐ Proprietary



	2.7.7 Do you scrub event notifications received from various sources to prepare a golden copy?



	☐ Yes
☐ No



	2.7.8 Please describe the controls in place that ensure you have captured all appropriate event information in a complete and accurate manner?



	




	2.7.9 What are your standard timeframes for issuing newly advised corporate action advices to clients and in what formats do you currently do this?



	


	Who approves the advices prior to their being released?

	




	2.7.10 Please describe the controls in place that ensure information is communicated to clients on a timely basis?



	




	2.7.11 Do you offer an early notification service to clients?



	☐ Yes
☐ No



	2.7.12 For elective events, how do you select the deadline that you will apply?



	




	2.7.13 Where there is a window between your deadline and the market deadline, will you handle late elections on a best efforts basis?



	




	2.7.14 What is the standard turnaround time for the processing of mandatory events once you receive notification from the market?



	




	2.7.15 How do you require your clients to submit their elections for voluntary events?



	☐ Yes
☐ No

	If you have selected email, fax or other outline the additional controls you employ to ensure you correctly capture the election in your systems.

	




	2.7.16 Do you accept standing instructions from clients for corporate actions?



	☐ Yes
☐ No

	If yes, for which event types is this possible?

	




	2.7.17 Do you actively follow up with your clients on outstanding voluntary events prior to the deadline date?



	☐ Yes
☐ No

	If yes, from what point do you generate reminder notices?

	




	2.7.18 Where you do not receive a client instruction to an event, do you apply a default action, e.g. the market default, where a client election remains outstanding?



	☐ Yes
☐ No

	If yes, what vendor(s) do you use?

	




	2.7.19 How does the above process differ for dividends / mandatory events?



	




	2.7.20 Do you have tracking and reporting tools that ensure event expectations have been met, including execution of client instructions, late or non-receipt of funds and market claims?



	☐ Yes
☐ No

	If no, please detail what is not monitored and if there is alternative performance oversight in place.

	




	2.7.21 How are unpaid or unallocated corporate event proceeds tracked and monitored?



	




	2.7.22 Do you take responsibility for pursuing market claims for outstanding corporate action and income entitlements due from the market?



	☐ Yes
☐ No



	2.7.23 Do you offer contractual income settlement to clients?



	☐ Yes
☐ No

	If yes, kindly detail the currencies / markets in which you offer this.

	




	2.7.24 How do you ensure that corporate event proceeds are reconciled to and booked against the correct client positions?



	





[bookmark: _Toc219991639]2.8 Proxy Voting

	2.8.1 Please provide an overview of the proxy voting support teams to include detail of the size, service location and management structure of these teams and the specific activities that they support in each location.



	  
   




	2.8.2 Kindly provide a detailed overview of your proxy voting procedures process, detailing what functions are manual and automatic. The proxy voting processes covered should include: 
•	Receiving meeting notifications from the market. 
•	Notifying clients of meetings. 
•	Processing voting instructions.



	  
   




	[bookmark: _Hlk529204559]2.8.3 In the last 12 months have there been any changes or enhancements to your proxy voting service? 



	☐ Yes
☐ No

	If yes, provide details

	



 
	2.8.4 Have any of the changes to your proxy voting service increased the levels of manual intervention in these processes?



	☐ Yes
☐ No
☐ N/A

	If yes, provide details.

	




	2.8.5 What are your primary sources of proxy voting information?



	  
   




	2.8.6 What controls are in place that ensures you have captured all appropriate meeting information in a complete and accurate manner and what sources are used to obtain and verify the information?



	  
   




	2.8.7 What controls are in place that ensures meeting information is communicated to clients on a timely basis?



	  
   




	2.8.8 What is the escalation process for dealing with client votes that you receive but fail to process correctly?



	  
   




	2.8.9 What tracking and reporting tools are in place that ensure meeting expectations have been met, including execution of client voting instructions?



	  
   





[bookmark: _Toc219991640]2.9 Reporting

	2.9.1 What is the name of your online reporting portal?



	  
   




	2.9.2 Kindly confirm how you secure client access to this portal (Select all that apply).



	☐ Via tokens
☐ Certificates
☐ Dual authentication
☐ Other

	Further information:

	




	2.9.3 Kindly detail the process and requirements to set up a client’s access to this portal.



	  
   




	2.9.4 Is the following information / reporting available from the portal?



	Account balances (cash/securities)

	☐ Yes
☐ No

	Transaction history (cash/securities)

	☐ Yes
☐ No

	Security information

	☐ Yes
☐ No

	Market data

	☐ Yes
☐ No

	Trading information

	☐ Yes
☐ No

	Forthcoming corporate actions

	☐ Yes
☐ No

	Trade/re-registration placement

	☐ Yes
☐ No

	Proxy voting services

	☐ Yes
☐ No




	2.9.5 Is the following information available from your on-line portal? If yes, please identify the specific reports containing the required information.



	Cash loans made to the client and accrued interest.

	☐ Yes
☐ No

	Securities to be redelivered by the client under open short positions.

	☐ Yes
☐ No

	Current settlement amounts to be paid by the client under any futures contracts

	☐ Yes
☐ No

	Short sale cash proceeds held by the prime broker in respect of short positions.

	☐ Yes
☐ No

	Cash margins held by the prime broker in respect of open futures contracts.

	☐ Yes
☐ No

	Mark-to-market close-out exposures of any OTC transactions.

	☐ Yes
☐ No

	Total secured obligations of the client against the prime broker.

	☐ Yes
☐ No

	Other assets held by you.

	☐ Yes
☐ No

	Other assets referred to in Article 21(8)(b) of Directive 2011/61/EU held as collateral in respect of secured transactions entered into under the prime brokerage agreement.

	☐ Yes
☐ No

	Value of client assets held for which the prime broker has exercised a right of use.

	☐ Yes
☐ No

	Further information

	




	2.9.6 On a per asset basis, are you able to report the specific market and local agent bank at which you currently hold each client asset?



	☐ Yes
☐ No



	2.9.7 What additional types of information are available to clients through the portal?



	  
   




	2.9.8 Please outline any enhancements to your operational reporting capability planned for the next 12 months.



	  
   





[bookmark: _Toc219991641]3 Network Management

[bookmark: _Toc219991642]3.1 Business Overview

	3.1.1 Do you have a team dedicated to managing your network of sub-custodians?



	☐ Yes
☐ No



	3.1.2 Please outline the responsibilities of the network management team members, including how the team is organised and structured and highlight any changes in responsibilities within the last 12 months.



	  




	3.1.3 Please attach a network management organisational chart indicating the number and location of staff.



	Please attach file here

	[bookmark: _Hlk111113616][File Attachment]



	3.1.4 Are network managers located in the same region as the relationships for which they are responsible? 



	☐ Yes
☐ No

	If no, provide an explanation.

	



	
	3.1.5 Are any of the functions of your network management team outsourced? 



	☐ Yes
☐ No

	If yes, please describe what these functions are and how you monitor the quality of the outsourced services.

	  



 
	3.1.6 Please describe the governance and oversight of your network management function including details of the parties that review the process.



	  





	[bookmark: _Hlk520283600]3.1.7 Please confirm:



	(a) that you have a process for the assessment, selection and appointment of all third parties with objective, pre-defined criteria designed to protect the interests of your clients and their customers

	☐ Yes
☐ No

	(b) that this process is reviewed at least annually

	☐ Yes
☐ No

	(c) that, subject to confidentiality undertaking, the above is available for review by your client 

	[bookmark: _Hlk111113899]☐ Yes
☐ No

	(d) that, subject to confidentiality undertaking, the above is available for review by the regulators

	☐ Yes
☐ No

	(e) that you have exercised and will continue to exercise all due skill, care and diligence in the selection and appointment of any sub-custodian(s) or third parties.

	☐ Yes
☐ No

	(f) that you have exercised all due skill, care and diligence in the periodic review of any sub-custodian(s) or third parties.

	☐ Yes
☐ No

	(g) that you make and retain records of the selection process for each appointment, and that these records are available, subject to confidentiality undertaking, for review by your clients.

	☐ Yes
☐ No

	(h) that you make and retain records of the selection process for each appointment, and that these records are available, subject to confidentiality undertaking, for review by the regulators.

	☐ Yes
☐ No




	3.1.8 Kindly detail any new sub-custodian and/or CSD appointments or removals that you have made during the last 12 months, including any future changes to your firm’s appointments.



	  






	3.1.9 Please provide details of any changes you have made to your due diligence program in light of any recent regulatory changes.



	  





	3.1.10 Please confirm that your sub-custodians are subject to regulation and supervision with respect to the safekeeping of financial instruments.



	☐ Yes
☐ No

	If no, please explain.

	




	3.1.11 Kindly outline any restrictions between your firm and the appointed agent banks in your network, for the sending / receiving SWIFT messaging in terms of formats / capabilities for corporate actions, payments, trade processing and settlements, reconciliations, etc.



	  





[bookmark: _Toc219991643]3.2 Selection and Initial Appointment

	3.2.1 Do you use proprietary RFP questionnaire templates or templates prepared by a third party?



	☐ Proprietary
☐ Third Party
☐ Both

	If a proprietary questionnaire is used, how do you ensure they remain aligned with regulatory and industry standards?

	




	3.2.2 Is your completed questionnaire review and risk assessment process automated or manual?



	☐ Automated
☐ Manual

	If automated, is this through a proprietary or vendor system?

	☐ Proprietary
☐ Vendor



	3.2.3 What areas are specifically covered in your due diligence questionnaires (if applicable)?



	  





	3.2.4 Do you obtain an external Legal Opinion?



	☐ Yes
☐ No

	If yes, at what frequency are they refreshed?

	




	3.2.5 Kindly advise of any markets for which the legal opinion states that client assets will not be fully recoverable in the event that the appointed local sub-custodian becomes insolvent.



	  





	3.2.6 How do you assess the expertise and market reputation of a sub-custodian?



	





	3.2.7 How do you assess the credit worthiness of a sub-custodian?



	   




	3.2.8 Where you use affiliates do you follow identical processes and procedures? 



	☐ Yes
☐ No

	If no, explain any differences.

	  
  




	[bookmark: _Hlk524100407]3.2.9 Do you undertake on-site visits as part of the selection process? 



	☐ Yes
☐ No

	If yes, please describe the nature and scope of this visit.

	

	If no, please explain.

	  
 
 



	3.2.10 Please describe your selection and decision processes, including the parties involved, or attach relevant documentation regarding the decision to become a direct participant of a local CSD. 



	  



 
	3.2.11 Do you apply different market risk assessment criteria if becoming a direct participant as opposed to appointing a sub-custodian?



	☐ Yes
☐ No

	If yes, provide details.

	




	3.2.12 What is your process for setting up cash and securities accounts with a newly selected agent bank?



	


	Who is responsible for completing this process?

	





[bookmark: _Toc219991644]3.3 Ongoing Oversight and Performance

	3.3.1 Please provide a list of your sub custodians showing their entity name, legal and operational addresses.



	[File Attachment]  




	3.3.2 Do you conduct an annual due diligence review of all sub-custodians?



	☐ Yes
☐ No

	If no, provide details.

	




	[bookmark: _Hlk525299522]3.3.3 Do you use proprietary questionnaire templates or templates prepared by a third party?



	[bookmark: _Hlk525299553]☐ Proprietary
☐ Third Party
☐ Both

	If a proprietary questionnaire is used, how do you ensure they remain aligned with regulatory and industry standards?

	  




	3.3.4 Do you complete onsite reviews of appointed agent banks during your ongoing due diligence process?



	☐ Yes
☐ No

	If yes, how frequently do you complete the onsite reviews and how is this determined?

	




	[bookmark: _Hlk54886101]3.3.5 Please confirm the date of your last on-site due diligence review for each sub-custodian.



	[File Attachment]

	Comments



	3.3.6 Are your affiliates that provide services subject to same due diligence process? 



	☐ Yes
☐ No

	If no, how does it differ?   

	  




	3.3.7 What sample testing does Network Management complete during onsite/remote reviews?



	  




	3.3.8 Do you require each appointed agent bank to obtain and provide you with an ISAE3402 or equivalent certification on an annual basis?



	☐ Yes
☐ No



	3.3.9 Do you verify that your sub-custodians maintain insurance coverage in respect of their custody activities?



	☐ Yes
☐ No

	If yes, do you obtain copies of the relevant insurance certificates, or do you accept some other form of confirmation?

	  




	3.3.10 Please provide assurances that there is adequate monitoring of the sub-custodians’ financial stability and that their financial strength and reputation are consistent with the tasks delegated.



	  




	3.3.11 Do you assess your sub-custodians’ Business Continuity and Disaster Recovery Programs, including the frequency and results of any testing?



	☐ Yes
☐ No



	3.3.12 Please advise whether any parental guarantees are in place in reference to any sub-custodians that are subsidiaries.



	☐ Yes
☐ No

	If yes, do the guarantees relate to both service performance and financial performance?

	  




	3.3.13 Were any areas of material concern noted as part of your review process? 



	☐ Yes
☐ No

	If yes, provide details.

	  




	3.3.14 Are identified service issues with an agent bank logged and tracked to resolution?



	☐ Yes
☐ No

	If yes, how are issues tracked:

	☐ System
☐ Manually i.e. Excel, Word, etc.
☐ Other (please specify)

	Further Information:

	  




	3.3.15 In the last 12 months, was the service provided by any appointed sub-custodians categorised as unsatisfactory?



	☐ Yes
☐ No



	3.3.16 Who approves the retention/ongoing appointment of agent banks and at what frequency is this approval obtained?



	  




	3.3.17 Kindly confirm that you have performed and continue to perform satisfactory reviews of all agents on a periodic basis.



	☐ Yes
☐ No



	3.3.18 Under what circumstances would a due diligence review be performed out of cycle?



	




	3.3.19 How is the ongoing performance of appointed agent banks benchmarked against other local market participants in terms of service quality and pricing?



	


	Have you engaged any third party vendors to assist with the performance measurement of appointed agent banks?

	  




	3.3.20 Please provide a summary/overview of MIS/KPI results for appointed sub-custodians (e.g., trade volumes, STP rates, failed trades).



	




	3.3.21 Are all sub-custodian KPI's in place currently rated as satisfactory?



	




	3.3.22 Where you have appointed a local CSD or ICSD, kindly confirm if in the last 12 months there has been a change to the ownership or company structure.



	☐ Yes
☐ No

	If yes, please provide details.

	  




	3.3.23 Have any of your agent banks, local CSD’s and/or ICSD’s been subject to regulatory discipline or censure in the last 3 years?



	☐ Yes
☐ No

	If yes, please provide details.

	  




	3.3.24 How do you ensure sufficient liquidity for your obligations at the CSD?

	☐ Cash Funding

	☐ Collateral

	☐ Self-Collateralisation

	☐ Other (please advise)

	Comments

	
  



	3.3.25 In the last 12 months have there been any changes to the settlement methodology used by the CSD? 

	☐ Yes
☐ No

	If yes, provide details.

	  
  


[bookmark: _Hlk53503515]
	3.3.26 Do you perform a risk assessment and/or an operational due diligence review of the CSD (or equivalent infrastructure) to identify risks for you as a member and your clients on an annual basis?


	☐ Yes
☐ No

	If no, please advise why not.

	

	Were there any areas of material concern noted as part of your most recent review? 

	[bookmark: _Hlk53505674]☐ Yes
☐ No

	If yes, provide details.

	  
  



	3.3.27 How do you keep clients informed of market developments?



	  
 


 
	3.3.28 How do you monitor the markets’ regulatory and legal framework?



	  
 


 
	3.3.29 In the last 12 months have there been any changes that have increased risk within the custody chain?



	☐ Yes
☐ No

	If yes, provide details.

	 
 



	3.3.30 Please confirm that there are procedures in place to notify the Depositary without undue delay of any changes in custody or country or insolvency risks relating to sub-custodians.



	  
 



	3.3.31 How do you internally evidence compliance with local rules in respect of sub-custodians’ asset safety, in each jurisdiction where you act as/appoint sub-custodians?



	  
 




[bookmark: _Toc219991645]3.4 Legal Agreements

	[bookmark: _Hlk520283905]3.4.1 Kindly confirm that each appointed agent bank within your network is directly contracted to your prime broker entity. 



	☐ Yes
☐ No

	If no, kindly confirm who is the contracting party?

	 




	3.4.2 What liability provisions do you require to be included as standard in your sub-custody agreements?



	  
 



	3.4.3 When entering into a legal agreement with a third party agent bank, what steps do you take to assess the legal and regulatory framework in the country in which the agent bank operates to ensure the enforceability of the contractual provisions, in particular those relating to the insolvency of the third party?



	  
 



	3.4.4 How do you ensure that each agent bank is compliant with the terms of the agreed sub-custody agreements?



	  
 



	3.4.5 On an ongoing basis, how do you ensure the continuing enforceability of the contractual provisions that you have entered into with each appointed third party agent bank, in particular the provisions as they relate to the potential insolvency of an agent bank?



	  
 



	3.4.6 Do you have an SLA or comparable agreement with your sub-custodians? 



	☐ Yes
☐ No

	If not, how do you ensure that your service expectations are met?

	 




	3.4.7 For functions performed by a CSD(s) or a sub-custodian in a market, can you confirm that in the event of any errors by the CSD or sub-custodian affecting our client(s) assets in that market, you will pursue a claim on our behalf.

	☐ Yes
☐ No



	3.4.8 Does the CSD have any right of lien, retention or sale over client assets that you hold in safe custody?



	☐ Yes
☐ No

	If yes, specify under which circumstances.

	



 
	3.4.9 Please confirm that you would notify us of any changes in respect of the CSD and its right of lien, retention or sale over our assets that you hold in safe custody?



	☐ Yes
☐ No

	 Comments

	




	3.4.10 In the last 12 months have there been any changes to your relationship with any delegate or sub-custodian that would change their rights to offset balances, or which affect their lien over our cash and securities accounts? 



	☐ Yes
☐ No

	If yes, provide details.

	
 



	3.4.11 In the last 12 months have there been any changes to the liens or security interests that any of your sub-custodians or CSDs have over your assets? 



	☐ Yes
☐ No

	If yes, provide details.

	  




	3.4.12 In the last 12 months have there been any changes to the naming convention for accounts at your sub-custodians or at the CSDs? 



	☐ Yes
☐ No

	If yes, provide details.

	    





[bookmark: _Toc219991646]3.5 Contingency Plans

	3.5.1 Do you have a contingency plan in place where an appointed sub-custodian or direct participation with a CSD is terminated due to issues with the service provided or issues within the market itself?



	[bookmark: _Hlk520285179]☐ Yes
☐ No

	If yes, does your contingency plans provide for full coverage of all markets currently in your network?

	 ☐ Yes
☐ No



	[bookmark: _Hlk525299677]3.5.2 Do you maintain live contingency accounts with identified alternative providers?



	☐ Yes
☐ No

	If not, do you have agreements in place that will allow you to establish accounts with identified providers at short notice?

	☐ Yes
☐ No


 
	3.5.3 Do you meet with identified contingent providers when visiting a local market?



	☐ Yes
☐ No



	3.5.4 If you do not maintain contingency sub-custodian relationships, do you have another form of contingency planning in place, in particular covering a default of a sub-custodian belonging to your network? 



	☐ Yes
☐ No

	If yes, provide details.

	




	3.5.5 Please confirm the circumstances under which the utilization of the contingency provider would be invoked, and the procedures that you have in place to achieve this.



	  
 



	3.5.6 How do you currently track and monitor risks associated with appointed agent banks?



	  
 



	3.5.7 Have you ever had to implement a contingency strategy for a market?



	☐ Yes
☐ No

	If yes, please provide details.

	




	3.5.8 How do you intend to communicate contingency enactments to clients/ the depositary?



	  
 




[bookmark: _Toc219991647]4 Rehypothecation

[bookmark: _Toc219991648]4.1 Overview

	4.1.1 Please provide an overview of the business unit that has primary responsibility for overseeing the daily rehypothecation processes and controls to include detail of the size, service location and management structure of the relevant teams.



	  
 



	4.1.2 Under what model do you hold client assets:



	☐ Security Interest
☐ Title Transfer
☐ Full and Beneficial Title
☐ Margin Collateral

	Further Information:

	




	4.1.3 If holding the client assets under a security interest, does title transfer take place when rehypothecation of a client’s assets occurs?



	☐ Yes
☐ No



	4.1.4 Kindly provide a “day in the life” walkthrough of your daily rehypothecation processes detailing the platform employed, stock selection criteria and methodology, and the processing of security movements including recalls



	  
 



	4.1.5 Has there been any changes to your rehypothecation process that you have made during the last 12 months?



	☐ Yes
☐ No

	If yes, please outline the changes.

	





	4.1.6 Kindly confirm that the terms agreed with each client are set up under the client’s profile at on-boarding.



	☐ Yes
☐ No

	If yes, kindly confirm if the process subject to four eyes review.

	




	4.1.7 What is the standard indebtedness calculation model employed?



	  
 



	4.1.8 In which markets does the firm permit rehypothecation of client securities?



	  
 



	4.1.9 Does your rehypothecation process for UK and international securities differ?



	☐ Yes
☐ No

	If yes, kindly outline the key differences.

	




	4.1.10 What intraday and end of day controls have been put in place to prevent or identify where the value of rehypothecated assets has exceeded the calculated rehypothecation limit?



	

	What is the escalation procedure in place where this occurs?

	




	4.1.11 How do you address an excess rehypothecation of client assets?



	

	How long does it typically take to resolve this position?

	




	4.1.12 How do you protect clients from a resultant security shortfall where a recall of their securities fails to settle on a timely basis?



	  
 



	4.1.13 What local regulations govern the rehypothecation/right of use procedures?



	  
 



	4.1.14 Kindly confirm your process for monitoring and assessing the suitability of the financial institutions at which you hold the custody shortfall accounts.



	  
 



	4.1.15 Kindly confirm the financial institutions where you hold the custody shortfall accounts (UK).



	  
 



	4.1.16 Further to question 4.1.15, kindly detail the frequency at which you adjust the balance held in these accounts.



	  
 



	4.1.17 Do you adjust the balance in these accounts at the point that you identify excess rehypothecation or at the point that a security recall fails to settle within the market standard timeframe?



	  
 



	4.1.18 How are allocations to the custody shortfall account in order to mitigate client shortfall risk, visible to the affected clients?



	  
 



	4.1.19 When was the most recent internal audit of the rehypothecation processes completed and what was the result of it?



	  
 




[bookmark: _Toc219991649]5 Safekeeping

[bookmark: _Toc219991650]5.1 General


	5.1.1 Concerning laws which a) affect the assurance that your organisation’s clients have rights to have securities and cash held by you returned in the event of your insolvency, and b) that would protect your clients from having their assets taken by an insolvency authority to satisfy claims against you by any other person including creditors, please confirm the following:



	(a) Do the laws assuring the above currently exist?

	☐ Yes
☐ No

	(b) If yes, have there been any changes in the past 12 months and if so, please provide details.

	☐ Yes
☐ No

	Further information:

	     

	(c) Are new insolvency/bankruptcy laws or amendments to those that exist pending implementation?

	☐ Yes
☐ No

	If yes, provide details of relevant legislation.

	     

	(d) That you will, within a reasonable time, inform us should there be any changes in the insolvency /bankruptcy laws.

	☐ Yes
☐ No

	If no, please provide details:

	    



	5.1.2 Would your clients be protected from having their assets taken by an insolvency authority to satisfy claims against you by any other person including creditors.



	☐ Yes
☐ No

	If no, provide details.

	




	5.1.3 Please confirm that you / your delegates have appropriate procedures in place to facilitate recovery of assets.



	☐ Yes
☐ No



	5.1.4 Kindly detail the regulatory rules that stipulate how the firm must hold client securities and monies and outline how the firm complies with them.



	  
 



	5.1.5 Please confirm what research is undertaken by you in each market where you appoint a sub-custodian to ensure that you maintain the appropriate account structures and naming conventions?



	  
 



	5.1.6 Please confirm the following:



	Acting as custodian, do you provide segregation between your proprietary holdings and clients’ holdings?

	☐ Yes
☐ No

	Acting as custodian, do you provide segregation between clients’ proprietary holdings and your clients’ clients’ holdings?

	☐ Yes
☐ No

	Acting as custodian, do you provide segregation throughout the custody chain including at CSD level?

	☐ Yes
☐ No



	5.1.7 Are there any markets in which you are unable to provide clients with designated accounts at the sub-custodian and/or local CSD if requested.



	☐ Yes
☐ No

	If yes, please specify the markets.

	    



	5.1.8 Are you able to identify assets / securities held in your omnibus accounts as client assets?



	☐ Yes
☐ No

	If yes, provide details on how you maintain appropriate internal controls. 

	

	If no, provide details.

	




	[bookmark: _Hlk528931174]5.1.9 In the last 12 months have there been any changes to the current legal framework regarding the required account structure (e.g. omnibus or segregated accounts)? 



	[bookmark: _Hlk528931265]☐ Yes
☐ No

	If yes, provide details.

	 



 
	5.1.10 Are there any planned changes to the current legal framework regarding the required account structure (e.g. omnibus or segregated accounts)?



	☐ Yes
☐ No

	If yes, provide details.

	




	5.1.11 Are there any markets in which you are unable to segregate client assets from its proprietary assets?



	☐ Yes
☐ No

	If yes, provide details.

	




	5.1.12 Please provide a list of all market standard settlement instructions held at all appointed agent banks by the firm. Kindly specify the account number and exact name in which you hold each account i.e. for all omnibus markets.



	Please attach file here

	[File Attachment]



	5.1.13 Are assets settled directly into a segregated client account or are they settled into a commingled firm / client account and subsequently segregated?



	a) Settlement at sub-custodian

	Fully segregated

	☐ Yes
☐ No

	Commingled, then segregated

	☐ Yes
☐ No

	b) Settlement at CSD

	Fully segregated

	☐ Yes
☐ No

	Commingled, then segregated

	☐ Yes
☐ No



	5.1.14 At the request of your client, do you segregate the following on your books and records? 



	Clients’ UCITS securities from other clients’ non-UCITS securities

	☐ Yes
☐ No

	If yes, describe how.

	

	Clients’ UCITS cash holdings from other clients’ non-UCITS cash holdings

	☐ Yes
☐ No 

	If yes, describe how.

	

	Clients’ AIF securities from other clients’ non-AIF securities

	☐ Yes
☐ No

	If yes, describe how.

	

	Clients’ AIF cash holdings from other clients’ non-AIF cash holdings

	☐ Yes
☐ No

	If yes, describe how.

	




	5.1.15 Are any of the cash accounts in which you may hold client cash open with entities that are not one of the following: a) A central bank b) A credit institution authorised in accordance with Directive 2000/12/EC c) A bank



	☐ Yes
☐ No



	5.1.16 In accordance with Articles 98(4) and 99(3) of Regulation (EU) No. 231/2013, kindly advise your objective reason for sub-delegating asset safekeeping to your network of sub-custody providers.



	  
 



	5.1.17 Where you are safekeeping client assets with third party agent banks, what liability do you accept for the action/inaction of these parties where a loss of assets occurs?



	  
 



	5.1.18 Please specify or confirm under which names it is legally possible to record or register legal title to securities with your appointed agent banks.



	  
 



	5.1.19 Please confirm that you verify your client’s assets are registered or that legal title to them is recorded as above.



	☐ Yes
☐ No

	If no, provide details.

	




	5.1.20 Please confirm that all assets held by you on behalf of your clients are recorded or held by you on your books and records in accordance with local law, rules, regulations and market practice.



	☐ Yes
☐ No

	If no, provide details.

	




	5.1.21 Are there currently any client assets that are not correctly registered for any period beyond or longer that what is considered normal in the respective markets.



	☐ Yes
☐ No

	If yes, please provide further detail

	




	5.1.22 Is the level of account segregation and record-keeping applicable and implemented by you sufficient to ensure that such assets are protected from your insolvency under the law of your jurisdiction?



	☐ Yes
☐ No

	If no, describe what additional arrangements you have implemented to minimise the risk of loss and ensure that such assets held for your clients are protected on your insolvency.

	




	5.1.23 Please provide evidence and/or confirmation from your legal counsel confirming the different names in which it is possible to register or record legal title to client securities under the laws of your jurisdiction and in accordance with market practice.



	  
 



	5.1.24 In the last 12 months, have there been any errors which have resulted in securities (proprietary or client assets) not being adequately safeguarded?



	☐ Yes
☐ No

	If yes, provide details.

	




	5.1.25 Within which entity or entities is legal ownership recorded? Please select all that apply:



	☐ CSD
☐ Custodian
☐ Registrar



	5.1.26 In the last 12 months have there been any changes to the registration practices for client securities in your jurisdiction?



	☐ Yes
☐ No
☐ N/A

	If yes, provide details. 

	



 
	5.1.27 Are there any legal requirements or market practices related to the holding of our assets or our clients’ assets that could adversely affect our rights or our clients’ rights?



	☐ Yes
☐ No

	If yes, provide details.

	




	5.1.28 Can securities that you hold in an omnibus account, or an omnibus account itself, be restricted for any reason other than a valid court order?



	☐ Yes
☐ No

	If yes, provide details. 

	




	5.1.29 In the last 12 months have there been any changes to the protection or compensation available to our organisation if you are unable to meet your obligations?



	☐ Yes
☐ No

	If yes, provide details. 

	




	5.1.30 In the last 12 months have there been any changes to the action we need to take to recover our assets/monies in the event of your bankruptcy?



	☐ Yes
☐ No

	If yes, provide details. 

	




	5.1.31 Do your clients have direct access to their assets held by you or your sub-custodians?



	☐ Yes
☐ No

	If yes, provide details. 

	




	5.1.32 Please confirm that you would notify us prior to making any changes that were not initiated by our instruction to the numbers or titles of our accounts in your books or at the appointed CSD's or sub-custodians.



	☐ Yes
☐ No

	If no, provide details. 

	




	5.1.33 Do you hold any asset on our behalf in physical format?



	☐ Yes
☐ No

	If yes, please confirm how they are held (e.g., in a secure vault, etc.).

	




	5.1.34 Please confirm your organisation has adequate procedures and controls to prevent brokers/third parties accessing clients’ CSD or sub-custodian holdings directly.



	☐ Yes
☐ No

	If no, provide details. 

	




	5.1.35 Do your external auditors verify that assets held by you are in your custody and control?



	☐ Yes
☐ No

	If no, provide details. 

	




	5.1.36 In the past 12 months, please confirm that such external audits have taken place in respect of assets recorded in your books and are reconciled with the Central Securities Depository / Registrar or any other sub-custodian.



	☐ Yes
☐ No



	5.1.37 Is your custody operations department (e.g. including the systems used) a segregated unit from any trading/investment banking activity?



	☐ Yes
☐ No
☐ N/A

	If no, provide details. 

	




	5.1.38 Kindly confirm that where the firm is currently a defendant or respondent in a lawsuit, arbitration or other legal matters, the assets that it holds on behalf of our clients have no exposure to this litigation.



	☐ Yes
☐ No

	If yes, how has this been ensured by the firm?

	




	5.1.39 In the last 12 months, have there been any changes to your measures to minimise the risk of loss or diminution of financial instruments or of rights in connection with those instruments in case of abuse, fraud, inadequate administration, improper record keeping or negligence?



	☐ Yes
☐ No

	If yes, provide details. 

	




	5.1.40 Please confirm that you would advise us as soon as you became aware of any loss of securities.



	☐ Yes
☐ No

	If no, please explain. 

	




	5.1.41 Do your sub-custodians have the right of reuse of cash and/or rehypothecation of securities?



	☐ Yes
☐ No

	If yes, please indicate if this requires our prior consent.  

	☐ Yes
☐ No







[bookmark: _Toc219991651]6 Governance

[bookmark: _Toc219991652]6.1 Governance Committees

	6.1.1 Who has overall responsibility for risk management at your firm?



	  
 



	6.1.2 What executive and senior management committees is in place to assist in discharging this responsibility? Kindly confirm the role of each committee, the constituents of each committee and how often each committee meets.



	  
 




[bookmark: _Toc219991653]6.2 Compliance

	6.2.1 Please provide an overview of the Compliance group including details of the size, location and management structure of the group and the specific activities that they undertake in each location.



	  
 



	6.2.2 Please provide an overview of the Compliance group including details of the size, location and management structure of the group and the specific activities that they undertake in each location.



	☐ Yes
☐ No

	If yes, provide details. 

	




	6.2.3 What involvement does Compliance have in the development of new products or processes across the firm?



	  
 



	6.2.4 What is Compliance’s involvement in regulatory interaction by the firm?



	  
 



	6.2.5 Do you have processes in place to manage, capture and communicate regulatory rule changes within your organisation and, where applicable, to clients?



	☐ Yes
☐ No



	6.2.6 Does your organisation provide ongoing training to all relevant staff to ensure that knowledge is maintained at the requisite levels for the performance of their respective duties?



	☐ Yes
☐ No



	6.2.7 What is Compliance’s role in the drafting of company policies and procedures?



	  
 



[bookmark: _Toc219991654]6.3 Policies

	6.3.1 Please confirm that your group has policies in place covering the below: 
Please specify how frequently you and your regulator review these policies and the name of the regulator undertaking the review.




	
	Policy
	Frequency of internal review
	Other (please specify the frequency)
	Last date of internal review
	Frequency of review by regulatory body
	Other (please specify the frequency)
	Last date of regulatory review and name of the regulator

	AML
	☐ Yes
☐ No
	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  


	CTF
	☐ Yes
☐ No 
	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  


	ABC
	☐ Yes
☐ No 
	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  


	KYC
	☐ Yes
☐ No 
	☐ Semi annually
☐ Annually
☐ Other (please state the frequency) 
	  

	  

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  


	PEP
	☐ Yes
☐ No 
	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  


	Sanctions
	☐ Yes
☐ No 
	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	  

	  


	Comments

	





	6.3.2 In the last 12 months have there been any breaches of your AML, CTF, ABC, KYC, PEP or sanctions policies reported to your regulator? If yes, please elaborate and state what remedial actions were taken.



	AML

	☐ Yes
☐ No

	Comments

	

	CTF

	☐ Yes
☐ No

	Comments

	

	ABC

	☐ Yes
☐ No

	Comments

	

	KYC

	☐ Yes
☐ No

	Comments

	

	PEP

	☐ Yes
☐ No

	Comments

	

	Sanctions

	[bookmark: _Hlk111102529]☐ Yes
☐ No

	Comments

	




	6.3.3 Please confirm that your staff servicing our activities receive regular training on AML, CTF, ABC, KYC, PEP and sanctions issues. Describe the frequency and scope of the training provided. Advise if it is mandatory and if attendance is monitored. 



	Training Frequency
	Mandatory training
	Employee attendance monitored

	AML

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	☐ Yes
☐ No

	☐ Yes
☐ No


	Scope

	  


	CTF

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	☐ Yes
☐ No

	☐ Yes
☐ No


	Scope

	  


	ABC

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	☐ Yes
☐ No

	☐ Yes
☐ No


	Scope:

	  


	KYC

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	☐ Yes
☐ No

	☐ Yes
☐ No


	Scope

	  


	PEP

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	☐ Yes
☐ No

	☐ Yes
☐ No


	Scope

	  


	Sanctions

	☐ Semi annually
☐ Annually
☐ Other (please state the frequency)
	☐ Yes
☐ No

	☐ Yes
☐ No


	Scope

	  




	6.3.4 Do you have a whistle-blower policy in place? 



	☐ Yes
☐ No

	If yes, provide details.

	



 
	6.3.5 Do you have a conflicts of interest policy in place? 



	☐ Yes
☐ No

	If yes, provide details.

	   




	6.3.6 In the last 12 months have there been any material changes to your policies to combat financial crime? 



	☐ Yes
☐ No

	If yes, provide details.

	  
  




	6.3.7 Does your organisation adhere to a record retention period imposed by your regulators? If no, please provide us with the record retention period applied by your organisation.



	☐ Yes
☐ No

	If yes, please provide us with the record retention period.

	 


	If no, please provide us with the record retention period applied by your organisation.

	



	6.3.8 Does your organisation operate a formal Code of Conduct for procurement? 



	☐ Yes
☐ No

	If yes, provide details of anti-corruption and conflicts of interest requirements.

	 
 



	6.3.9 In the last 12 months have there been any changes to data protection and privacy legislation in your jurisdiction or in the jurisdiction of your group? 



	Local jurisdiction

	[bookmark: _Hlk521493948]☐ Yes
☐ No

	If yes, provide details.

	


	Group jurisdiction

	☐ Yes
☐ No

	If yes, provide details.

	




	6.3.10 Are you required to report data breaches to your regulators?



	☐ Yes
☐ No


 
	6.3.11 In the last 12 months have you reported any data breaches to your regulators? 



	☐ Yes
☐ No

	If yes, provide details.

	



 
	6.3.12 Where you are in possession of personal data, of our employees or clients, do you have policies and procedures to ensure compliance with applicable data protection legislation including data processing and storage?



	☐ Yes
☐ No


 
	6.3.13 If you are based in the European Economic Area (EEA), do you send personal data outside the EEA?

	☐ Yes
☐ No  
☐ N/A 



	6.3.14 Is personal data used to sell additional products beyond our relationship? 



	☐ Yes
☐ No



	6.3.15 Do you have a data breach policy? 



	☐ Yes
☐ No

	If yes, please briefly describe and explain how and when you would notify us of a data breach.

	




	6.3.16 In the last 12 months have there been any changes in your formal data protection policy, including in relation to sharing of data with other business units and/or third parties/affiliates? 



	☐ Yes
☐ No

	If yes, please attach a copy of the revised policy.

	[bookmark: _Hlk111105367][File Attachment]



	6.3.17 Are there any exemptions from your data protection policy? 



	☐ Yes
☐ No

	If yes, provide details.

	  
  


 

[bookmark: _Toc219991655]6.4 AML/KYC

	6.4.1 Please provide an overview of the AML/KYC team to include detail of the size, location and management structure of the team and the specific activities that they undertake in each location.



	  
 



	6.4.2 In the last 12 months, have there been any changes to the AML/KYC team activities or systems or planned for future rollout?



	☐ Yes
☐ No

	If yes, provide details.

	  
  



	6.4.3 How frequently do you perform your AML/KYC screening checks on your clients?



	☐ Semi-Annually
☐ Annually
☐ Other (please state the frequency)

	Further information:

	  
  



	6.4.4 Have you adopted a risk-based approach for the assessment of KYC and AML checks or do you treat all client relationships in the same way? 



	☐ Risk-based
☐ Same treatment

	Please outline your approach to each.

	
 


 
	6.4.5 Do you have an enhanced KYC process when reviewing and assessing PEPs.



	☐ Yes
☐ No



	6.4.6 Is the profiling for suspicious behaviour and transaction monitoring fully automated?



	☐ Yes
☐ No

	[bookmark: _Hlk106178557]If yes, at what frequency are the detection rules reviewed to ensure they are in line with current market trends or new tools used by bad actors?

	 




	6.4.7 Kindly detail the process for releasing a transaction that flags as suspicious, including the internal controls and checks that take place.



	  
 



	6.4.8 Is your organisation a member of the Wolfsberg Group and has your organisation completed the Wolfsberg Group Questionnaire on AML? 



	Member

	☐ Yes
☐ No

	Completed questionnaire

	☐ Yes
☐ No

	If yes, please provide a copy as an attachment.

	[bookmark: _Hlk111103865][File Attachment]



	6.4.9 In the last 5 years, has a regulator or other independent body applied any publicly disclosed warnings, sanctions, fines or penalties on your bank/group related to your AML, CTF, ABC, KYC, PEP or sanctions procedures? 



	☐ Yes
☐ No

	If yes, briefly describe the circumstances and include details of the amount of any fines or sanctions and regulatory body concerned.

	




	6.4.10 In the last 12 months have there been any regulatory investigations into bribery against your organisation, its parent, employees or affiliates?



	☐ Yes
☐ No

	If yes, provide details.

	  





[bookmark: _Toc219991656]6.5 Sanctions

	6.5.1 Please give a detailed overview of the team responsible for implementing, monitoring, escalating, reporting and managing sanctions within your firm, including the responsibilities of the team.



	  
 



	6.5.2 Please confirm that your organisation has procedures to ensure that no accounts are set up for, and no type of transaction (cash, securities or otherwise) is made, to the following:



	Embargoed jurisdictions

	☐ Yes
☐ No

	[bookmark: _Hlk111103585]Individuals or entities that are the target of US, UK, UN or EU sanctions programs

	☐ Yes
☐ No

	Anonymous account holders

	☐ Yes
☐ No

	Shell banks

	☐ Yes
☐ No



	6.5.3 Do you have an automated systematic technological capability to ensure the above policies are implemented? If no, please describe how this is achieved and how the system is kept up to date.



	Embargoed jurisdictions

	☐ Yes
☐ No

	Individuals or entities that are the target of US, UK, UN or EU sanctions programs

	☐ Yes
☐ No

	Anonymous account holders

	☐ Yes
☐ No

	Shell banks

	☐ Yes
☐ No

	Further comments:

	 
 



	6.5.4 Does your institution perform sanction screening against the OFAC, UN, EU and UK sanctions lists at the time of onboarding and for each transaction? 



	[bookmark: _Hlk521073590]☐ Yes
☐ No




	6.5.5 Do you have a list of countries for which your institution has sanctions related controls and procedures.



	☐ Yes
☐ No

	If yes, please specify. 

	 


	Please attach file here

	[bookmark: _Hlk111104088][File Attachment]




[bookmark: _Toc219991657]6.6 Internal Audit

	6.6.1 Please provide an overview of the Internal Audit teams including detail of the size, location and management structure of the teams and the specific activities that they undertake in each location.



	  
 



	6.6.2 In the last 12 months, have there been any changes to the Internal Audit team’s activities or systems or planned for future rollout?



	☐ Yes
☐ No

	If yes, provide details.

	 




	6.6.3 Do any supervisory regulations apply to the design of your internal audit function?



	☐ Yes
☐ No

	If yes, provide details.

	 




	6.6.4 Do your regulators review your internal procedures? 



	☐ Yes
☐ No

	If yes, how frequently?

	  
  



	6.6.5 Kindly provide an overview of a standard business unit audit undertaken by this department detailing the process followed and timeframe for completion.



	  
 



	6.6.6 How does Internal Audit determine its annual program of audits?



	  
 

	Who approves this and is it subject to review / change throughout the year?

	  
  



	6.6.7 Does Internal Audit use a dedicated platform for capturing audit results, papers and open actions?



	☐ Yes
☐ No

	If yes, how do you restrict access to this system?

	 




	6.6.8 How frequently are your custody operations and/or prime services audited by your:



	
	Internal Auditors
	External Auditors
	Regulators
	Central Bank

	Monthly
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No

	Quarterly
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No

	Bi-Annually
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No

	Annually
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No

	Date of the last external audit
	
	  

	  

	

	Has this frequency changes in the last 12 months?
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No
	☐ Yes
☐ No

	If yes, please provide details
	
	
	
	

	If frequency is greater than 24 months, please advise next anticipated audit date.
	
	
	
	

	Further information:

	 




	6.6.9 In addition to ongoing entity-level audits, internal audit also completes thematic audits.



	☐ Yes
☐ No

	If yes, how do you restrict access to this system?

	 




	6.6.10 Please confirm that follow-up procedures exist to ensure that internal/external audit or regulatory audit recommendations are implemented.



	☐ Yes
☐ No



	6.6.11 Are there any recommendations that have not been implemented?



	☐ Yes
☐ No

	If yes, provide details.

	 





[bookmark: _Toc219991658]6.7 Operational Risk

	6.7.1 Please provide an overview of the Operational Risk teams including detail of the size, location and management structure of the teams and the specific activities that they undertake in each location.



	  
 



	6.7.2 How does your firm identify, log, track and mitigate operational risks?



	

	Does it use a dedicated platform for this?

	☐ Yes
☐ No



	6.7.3 Do you use Risk and Control Self-Assessment (RCSA)?



	☐ Yes
☐ No

	If you use RCSA, please confirm a risk assessment is carried out for custody.

	☐ Yes
☐ No

	What is the frequency of review?

	☐ Monthly
☐ Quarterly
☐ Biannually
☐ Annually
☐ Ad-hoc

	If no, please explain why.

	



	6.7.4 Are all key operating procedures and escalation procedures clearly documented and shared with relevant staff?



	☐ Yes
☐ No



	6.7.5 Kindly confirm that there is a central taxonomy of risks against which each group entity/business unit must identify, consider and monitor its performance in mitigating its own specific sub-set of risks.



	☐ Yes
☐ No




[bookmark: _Toc219991659]6.8 Data Protection

	6.8.1 Please confirm which of these applies to the security on your premises.



	☐ 24-hour security coverage

	☐ External security personnel

	☐ Internal security personnel

	☐ Armed security personnel

	☐ Building entry security clearance and ID if required

	☐ Physical entry barriers

	☐ Restricted access ID cards for all staff and visitors

	☐ Security cameras

	☐ Alarms to detect unauthorised entry

	☐ Alarms to detect smoke

	☐ Alarms to detect heat and fire

	☐ Alarms to detect flooding

	If security is not provided on a 24-hour basis, provide details of arrangements in place.

	



	6.8.2 Are all staff, visitors and vendors properly identified, required to sign in, and wear badges?



	☐ Yes
☐ No



	6.8.3 Are all visitors and vendors supervised whilst on the premises?



	☐ Yes
☐ No




[bookmark: _Toc219991660]6.9 Corporate Social Responsibility & ESG Action Plan

	6.9.1 Please provide a copy of your CSR reports & ESG report (if available).



	Please attach file here

	[File Attachment]



	6.9.2 Kindly confirm at what frequency is your CSR reports and ESG reports refreshed:



	CSR

	☐ Quarterly
☐ Biannually
☐ Annually
☐ Other: Please state the frequency

	ESG

	☐ Quarterly
☐ Biannually
☐ Annually
☐ Other: Please state the frequency

	Further Information:

	




[bookmark: _Toc219991661]7 Business Continuity

[bookmark: _Toc219991662]7.1 General

	7.1.1 Who within your organisation has oversight and control over the BCP?



	  
 



	7.1.2 What is the reporting structure for your Business Continuity and Disaster Recovery groups?



	  
 



	7.1.3 How many individuals are in your Business Continuity and Disaster Recovery areas?



	  
 



	7.1.4 Please detail all Business Continuity and Disaster Recovery associations to which your firm belongs.



	  
 



	7.1.5 At a local business level, who is responsible for preparing and maintaining Business Continuity Plans for individual business units?



	  
 

	What is the frequency for reviewing and updating them?

	  
 



	7.1.6 Are individual plans stored centrally by the firm?



	☐ Yes
☐ No

	If yes, please confirm the name of the system used for storage of the individual plans.

	  
 

	If no, please outline how individual plans are stored.

	  
 



	7.1.7 Describe the general scope and frequency of internal, external and regulatory audits of your Business Continuity and Disaster Recovery Plans?



	  
 

	Are there are any matters (material or otherwise) arising from these reviews/audits that we should be made aware of. If so, please provide detail.

	  
 



	7.1.8 Is your organisation compliant with all current regulatory requirements for BCP in each of the countries where you provide securities services?



	☐ Yes
☐ No



	7.1.9 What oversight do you maintain over your third party vendors’ business continuity plans to ensure that they have established and are maintaining suitable, detailed plans that are aligned to your firms’ requirements and expectations?



	  
 



[bookmark: _Toc219991663]7.2 Local BCP

	7.2.1 Kindly provide an overview of your local BCP arrangements.



	  
 



	7.2.2 Discuss the scope of the Business Continuity Plans for your operations and the methodology used for creating, updating, and re-approval of these plans



	  
 




	7.2.3 Who has authority to activate your local BCP?



	  
 



	7.2.4 How and when would clients be advised in the event of the BCP being activated in a live environment?



	  
 



	7.2.5 In the last 12 months have there been any material changes to the BCP?



	☐ Yes
☐ No

	If yes, provide details.

	  
 



	7.2.6 Do you operate a near and far site strategy?



	☐ Yes
☐ No

	If yes, kindly confirm the location of the sites or the km's between the sites, if they are live sites and the level of contingency seating that is available at each site.

	  
 



	7.2.7 Are your primary and recovery site(s) located on the same power grid?



	☐ Yes
☐ No

	If yes, how do you mitigate this risk?

	  
 



	7.2.8 Do you operate a “hot” recovery site?



	☐ Yes
☐ No



	7.2.9 Is the business contingency site shared?



	☐ Yes
☐ No

	If yes, provide details.

	  
 



	7.2.10 Please confirm that your recovery site has all the necessary communications, linkages, infrastructure interfaces, workstations, hardware and systems applications to resume business operations.



	☐ Yes
☐ No

	If yes, provide details.

	  
 



	7.2.11 How long does it take the recovery sites to become operational once you activate your BCP?



	  
 



	7.2.12 Please state how long you can continue to operate from the BCP site.



	  
 



	7.2.13 Are there any limitations to your business capabilities whilst in BCP mode?



	☐ Yes
☐ No

	If yes, provide details.

	  
 



	7.2.14 Please specify the percentage of staff defined as critical to your business continuity arrangements.



	☐ 100%
☐ 75-100%
☐ 50-75%
☐ 25-50%
☐ <25%



	7.2.15 Have all users with designated seating attended at the alternate sites?



	☐ Yes
☐ No



	7.2.16 Do your contingency plans allow for the transfer of individual processes to an alternative office location / region?



	☐ Yes
☐ No

	If yes, what units may do this and how is the transfer of activities managed?

	  
 



	7.2.17 Do you operate consistent technology across your global sites to support this handover of activities?



	☐ Yes
☐ No



	7.2.18 Are there any activities that may not transfer to an alternative business location?



	☐ Yes
☐ No

	If yes, kindly advise which activities cannot transfer to an alternative business location.

	  
 



	7.2.19 Kindly indicate the operations activities that would transfer from your primary site to another business location in a contingency scenario.



	  
 



	7.2.20 Has it ever been necessary to transfer live activities from/to your primary site in a business recovery scenario?



	☐ Yes
☐ No

	If yes, when did this take place and was the transfer successful?

	  
 



	7.2.21 Following a BCP event, how soon are you able to revert to business as usual (BAU)?



	☐ Within 1 hour
☐ Within 4 hours
☐ Within 12 hours
☐ Within 24 hours
☐ More than 4 hours



	7.2.22 Is it possible for employees to access systems remotely (e.g. from home or other branches/offices)?



	☐ Yes
☐ No



	7.2.23 What percentage of staff can work from home?



	☐ 100%
☐ 75-100%
☐ 50-75%
☐ 25-50%
☐ <25%



	7.2.24 Are there any restrictions or exceptions to working from home within your organisation?



	☐ Yes
☐ No



	7.2.25 Kindly confirm if the firm has put a dedicated system in place to facilitate contact with staff and clients through various media in the event of a disaster.



	☐ Yes
☐ No



	7.2.26 Please confirm if an alternative means of communication is in place with the following. 



	Clients

	☐ Yes
☐ No
☐ N/A

	If yes, which method is used?

	  


	CSD

	☐ Yes
☐ No
☐ N/A

	[bookmark: _Hlk112850648]If yes, which method is used?

	  


	Central Bank

	☐ Yes
☐ No
☐ N/A

	If yes, which method is used?

	  


	Central Counterparty (CCP)

	☐ Yes
☐ No
☐ N/A

	If yes, which method is used?

	  




	7.2.27 Does your organisation have a dedicated pandemic plan?



	☐ Yes
☐ No

	If no, explain why.

	  
 



	7.2.28 If responded yes to the above question, kindly confirm if your pandemic plan complies in full to regulatory requirements (where applicable) and is aligned to the industry standards.



	☐ Yes
☐ No
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	7.3.1 Please confirm that you have disaster recovery plans (DRP).



	☐ Yes
☐ No



	7.3.2 Discuss the scope of the Disaster Recovery Plans for the systems that support your operations, and the methodology used for creating, updating and re-approval of these plans.



	
  



	7.3.3 Discuss the strategy that would be used to recover the systems that support your operations, e.g., warm or hot standby processors, vended Disaster Recovery (DR) site, reciprocal agreement etc.



	
  



	7.3.4 Who within your organisation has oversight over your DRP? 



	 
  


 
	7.3.5 Who has authority to activate your DRP?



	
  



	7.3.6 In the last 12 months have there been any material changes to these plans? 



	☐ Yes
☐ No

	If yes, provide details.

	




	7.3.7 Are these plans reviewed by your regulator?



	☐ Yes
☐ No



	7.3.8 How and when would clients be advised in the event of a disaster? 



	  
  



 
	7.3.9 In a disaster event, how soon do you commit to reconstituting your system/parallel system?



	☐ Within 1 hour
☐ Within 4 hours
☐ Within 12 hours
☐ Within 24 hours
☐ More than 24 hours



	7.3.10 In a disaster event, how soon are you able to revert to normal business operations?



	☐ Within 1 hour
☐ Within 4 hours
☐ Within 12 hours
☐ Within 24 hours
☐ More than 24 hours



	7.3.11 Do you back up your data in real time?



	☐ Yes
☐ No

	If no, how often is data backed up?

	☐ Mirrored with delay
☐ Daily
☐ Weekly
☐ Other



	7.3.12 Are there any limitations to your system capabilities whilst in DR mode? 



	☐ Yes
☐ No

	If yes, provide details.

	




	7.3.13 Describe your procedures for the offsite storage and protection of backup data including your procedures for testing the backups for completeness, integrity, etc.



	




	7.3.14 What is the process for flipping applications between these data centres?



	


	How long does it take this transfer to become fully active?

	




	7.3.15 Will you have full or reduced system functionality during a disaster recovery process?



	


	Kindly detail any limitations that may apply.

	




	7.3.16 Please provide an overview of your policy for continuity of business in the event of a large data breach or cyber-attack against your organisation.



	




	7.3.17 What is the agreed resumption time for critical operations following a cyber-attack?



	




	7.3.18 How would you advise clients of a successful cyber-attack against your organisation?
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	7.4.1 In the last 12 months have you invoked your BCP?



	☐ Yes
☐ No

	If yes, provide details.

	




	7.4.2 If invoked, did the results comply with your BCP?



	☐ Yes
☐ No
☐ N/A



	7.4.3 Were there any material issues or risks identified when you enacted your BCP?



	☐ Yes
☐ No

	If yes, can you please advise if these issues have been fully resolved?

	




	7.4.4 In the last 12 months, have you invoked your DRP?



	☐ Yes
☐ No

	If yes, provide details.

	




	7.4.5 If invoked, did the results comply with your DR Plan?



	☐ Yes
☐ No
☐ N/A



	7.4.6 Were there any material issues or risks identified when you enacted your BCP?



	☐ Yes
☐ No

	If yes, can you please advise if these issues have been fully resolved?
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	7.5.1 How often is your BCP and DRP tested? What was the date of the last test?



	BCP

	☐ 6 months
☐ 12 months
☐ 18 months
☐ 24 months
☐ Other (specify)

	If other, please specify.

	


	Date of last test.

	




	DRP

	☐ 6 months
☐ 12 months
☐ 18 months
☐ 24 months
☐ Other (specify)

	If other, please specify.

	


	Date of last test.

	




	7.5.2 Is testing completed during business hours? 



	☐ Yes
☐ No



	7.5.3 Please confirm that testing replicates a full business day.



	☐ Yes
☐ No



	7.5.4 Was your last BCP and DRP testing successful?



	BCP

	☐ Yes
☐ No

	If no, describe items that required remediation and confirm that a remediation plan is in place.

	




	DRP

	☐ Yes
☐ No

	If no, describe items that required remediation and confirm that a remediation plan is in place.

	




	7.5.5 Is your BCP and DRP testing conducted in a live and/or simulated environment?



	BCP

	☐ Live
☐ Simulated
☐ Both



	DRP

	☐ Live
☐ Simulated
☐ Both



	7.5.6 Do all areas of the Company participate in the test?



	☐ Yes
☐ No

	If no, which ones do not and why not?

	




	7.5.7 Does your BCP and DRP testing include Financial Market Infrastructures?



	BCP

	☐ Yes
☐ No

	If yes, please provide details:

	




	DRP

	☐ Yes
☐ No

	If yes, please provide details:

	




	7.5.8 Does your BCP and DRP testing include any other third parties?



	BCP

	☐ Yes
☐ No

	If yes, please provide details:

	




	DRP

	☐ Yes
☐ No

	If yes, please provide details:

	




	7.5.9 Are the results of your BCP and DRP test audited by internal or external auditors?



	BCP

	☐ Internal
☐ External
☐ Both (internal and external)
☐ No

	Please provide a copy of the report.

	




	DRP

	☐ Internal
☐ External
☐ Both (internal and external)
☐ No

	Please provide a copy of the report.

	




	7.5.10 Does the firm perform regular testing of its call tree system?



	☐ Yes
☐ No

	If yes, kindly confirm the frequency of the testing.

	




	7.5.11 Does the firm periodically test the ability to move processing to an alternative region (if available)?



	☐ Yes
☐ No

	If yes, when was this most recently tested and what were the results of this?

	




	7.5.12 Does the firm perform failover testing during which it switches applications on servers at its primary data centre to an alternative data centre?



	☐ Yes
☐ No

	If yes, how long are they live on the servers at the alternate data centre before switching back to the primary data centre?

	




	7.5.13 Outline how you monitor gaps identified from testing of your BCP and DRP and ensure action is taken to remediate these issues?



	☐ Yes
☐ No
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	7.6.1 What is the service provider's approach/framework for operational resiliency?



	



	7.6.2 Is operational resilience part of your Board or Executive Management agenda, discussion and decision-making process?



	☐ Yes
☐ No



	7.6.3 Have you undertaken a criticality assessment of the products and services offered supporting your core custody activities?



	☐ Yes
☐ No



	7.6.4 Does your criticality assessment/resilience planning include critical technology services?



	☐ Yes
☐ No



	7.6.5 How frequently does executive management review your operational resilience plan?



	☐ Quarterly
☐ Semi-annually
☐ Annually
☐ Other (please specify)

	Please specify.

	




	7.6.6 Is the resilience planning of your organisation (including mapping of critical products and services) a regulatory requirement?



	☐ Yes
☐ No



	7.6.7 How are organisational service deficiencies identified?



	☐ Proactively (e.g. from testing/exercising)
☐ Reactively (because of incidents)
☐ Other 

	Please specify.

	




	7.6.8 In the last 12 months have all identified resilience related deficiencies been remediated, evaluated, and addressed?



	☐ Yes
☐ No
☐ N/A



	7.6.9 Please confirm you have a framework for staff succession planning?



	☐ Yes
☐ No



	7.6.10 Has severe but plausible scenario testing been completed in the last 12 months?



	☐ Yes
☐ No

	What did the scenario exercise test?

	


	Did the test evidence compliance or a breach with the impact tolerance?

	




	7.6.11 Have the impact tolerance thresholds (ITOLs) been reassessed in the last 12 months?



	☐ Yes
☐ No

	If yes, did the re-assessment result in a change to the ITOL thresholds?

	☐ Yes
☐ No

	If there was a change to the ITOL, what was the cause of the change?

	




	7.6.12 Has there been any Partner changes that could affect the services provided to Depositaries in the last 12 months?



	☐ Yes
☐ No

	If yes, please provide details.

	




	7.6.13 Have there been any significant vulnerabilities identified in the value-chain that could, if materially disrupted, could cause the ITOL to breach?



	☐ Yes
☐ No
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	8.1.1 Kindly provide an overview of your firms Cyber Security strategy and information security framework to protect the integrity of its client’s assets.



	




	8.1.2 Please confirm if your firm’s cyber security framework is subject to ongoing external audit by a recognised audit firm.



	☐ Yes
☐ No

	If yes, please confirm the frequency and provide a copy of the latest report.

	




	8.1.3 Does your organisation have a documented cybersecurity policy in place?



	☐ Yes
☐ No

	If yes, provide a copy or overview.

	




	8.1.4 In the last 12 months, have there been any changes to the policy?



	☐ Yes
☐ No

	If yes, provide details.

	




	8.1.5 How often do you review the policy?



	☐ Semi annually
☐ Annually
☐ Other

	Please specify

	




	8.1.6 Please confirm that your staff receive relevant training about the cybersecurity policy.



	☐ Yes
☐ No



	8.1.7 Do you have a data security policy?



	☐ Yes
☐ No

	If yes, attach or provide details.

	




	8.1.8 In the last 12 months, have there been any major developments or enhancements to your systems that support your custody business.



	☐ Yes
☐ No
☐ N/A

	If yes, provide details.

	




	8.1.9 Are there any IT developments that will directly impact your custody provisions over the next 24 months?



	☐ Yes
☐ No

	If yes, provide details.
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	8.2.1 Please provide an overview of your policy for continuity of business in the event of a large data breach or cyber-attack against your organisation.



	




	8.2.2 What measures have you implemented to protect against internal threats to systems or information integrity?



	




	8.2.3 Please provide (as an attachment) a diagram showing where your cybersecurity function resides and who it reports to.



	




	8.2.4 How does your organisation identify which business functions carry a cyber risk?



	




	8.2.5 What technological controls and protections are in place for your systems and networks?



	




	8.2.6 Does your organisation use multi-factor authentication?



	☐ Yes
☐ No



	8.2.7 Where your organisation has outsourced activities or functions to a third-party provider, is your cyber risk exposure documented?



	☐ Yes
☐ No



	8.2.8 What measures does your organisation have to ensure early detection of a cyber-attack?



	




	8.2.9 What is the agreed resumption time for critical operations following a cyber-attack.



	




	8.2.10 How would you advise clients of a successful cyber-attack against your organisation?



	




	8.2.11 In the last 12 months has your organisation been subject to a cyber-attack that impacted the service you provide to us?



	☐ Yes
☐ No

	If yes, provide details.

	




	8.2.12 The addition and removal of employee access is systemically managed and must be duly requested by individual's managers.



	☐ Yes
☐ No



	8.2.13 Does your firm require enhanced access for IT staff who can make system changes that is subject to additional levels of authorisation and must be reconfirmed more frequently.



	☐ Yes
☐ No

	If yes, at what frequency is the access reconfirmed?

	




	8.2.14 Is data centre access limited to employees with appropriate job responsibilities?



	☐ Yes
☐ No



	8.2.15 Are unique usernames and passwords used for internal and external systems?



	☐ Yes
☐ No

	If yes, please state the frequency of change of passwords.

	




	8.2.16 How are your systems protected from unauthorised use?



	




	8.2.17 Do your procedures allow individual employees to have different levels of access to programs and data?



	☐ Yes
☐ No

	If yes, provide details.

	




	8.2.18 Is each employee given a unique ID so that access to any part of the system is limited to authorised personnel and can be traced back to an individual?



	☐ Yes
☐ No



	8.2.19 Does your firm complete an annual review of system access, at a minimum, by reporting managers to reaffirm system access or remove access to systems that is no longer required by an end user.



	☐ Yes
☐ No

	If yes, provide details.

	




	8.2.20 In the last 12 months have there been any changes to your end-to-end system infrastructure?



	☐ Yes
☐ No

	If yes, provide details.

	




	8.2.21 Does your organisation conduct dark web searches for signs of a breach (e.g., internet protocol or customer/client personally identified information for sale)?



	☐ Yes
☐ No



	8.2.22 Kindly detail your incident management plan and processes indicating the team that is responsible for implementing this.



	


	Does the plan include notifying affected / non-affected clients of an incident or is this determined on a case-by-case basis?

	




	8.2.23 Does your organisation comply with SWIFT’s Customer Security Program controls?



	☐ Yes
☐ No



	8.2.24 Does your organisation have spyware protection installed on all servers and workstations?



	☐ Yes
☐ No



	8.2.25 Does your spyware protection software update whenever a new version is released?



	☐ Yes
☐ No



	8.2.26 Does your organisation have antivirus protection installed on all servers and workstations?



	☐ Yes
☐ No



	8.2.27 Is your antivirus protection software updated whenever a new version is released?



	☐ Yes
☐ No



	8.2.28 In the last 12 months have there been any external security breaches of your system?



	☐ Yes
☐ No

	If yes, please provide details including actions to minimise the likely recurrence of such a breach.

	




	8.2.29 In the last 12 months has your company been mentioned in the media regarding an information security event?



	☐ Yes
☐ No



	8.2.30 How is internet access policed to prevent misuse by your staff?



	




	8.2.31 Does your firm restrict and monitor all outgoing emails to personal email accounts e.g. gmail, yahoo etc.



	☐ Yes
☐ No



	8.2.32 Do you perform a review on all incoming emails with attachments prior to its release to intended recipients?



	☐ Yes
☐ No



	8.2.33 Kindly confirm if attachments sent with outgoing emails are assessed for the type of information contained within and password protected as appropriate.



	☐ Yes
☐ No



	8.2.34 Are suspicious incoming emails blocked and routed to separate control teams for threat analysis i.e. in a segregated sandbox environment?



	☐ Yes
☐ No
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	8.3.1 Do you conduct ongoing testing and monitoring processes to ensure that all internal and external connectivity and system configurations are not at risk of cybersecurity breaches?



	☐ Yes
☐ No

	If yes, provide details and indicate frequency.

	




	8.3.2 Are the following elements of your cybersecurity framework tested pre and post deployment of changes?



	☐ Vulnerability assessment
☐ Scenario based penetration tests
☐ Testing of incident response process and technical/business/operations (e.g. table-top exercise)
☐ Other (please specify)

	Further information:

	




	8.3.3 How frequently does the firm undertake penetration testing of its systems?



	


	How does it approach this testing?

	




	8.3.4 When did you last complete penetration testing?



	


	What was the result of it?

	


	Did you engage a third party to complete this testing?

	




	8.3.5 Were you required to put a remediation plan in place to address any identified issues during the most recent penetration tests?



	☐ Yes
☐ No

	If yes, what is the status of this?

	




	8.3.6 Does your firm conduct official phishing tests with all staff?



	☐ Yes
☐ No

	If yes, at what frequency is this conducted?

	




	8.3.7 What are the stages for when a staff member fails one or more phishing tests?
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	8.4.1 What training and communication do you provide to employees to make them aware of cyber security threats to the firm and their role in managing and avoiding these?
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	8.5.1 Kindly detail any industry standard IT Security certifications that you currently hold e.g. ISO 27001.
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	8.6.1 What oversight do you maintain over third party vendors to ensure that they have established and are maintaining adequate processes and controls to protect against potential security threats or intrusions?



	




	8.6.2 Does your firm analyse third party vendor’s application source code prior to implementing it.



	☐ Yes
☐ No

	If yes, do you analyse any subsequent updates made to the program to ensure it does not introduce any threats or weaknesses to its operating architecture.

	☐ Yes
☐ No



	8.6.3 Is it a requirement that third party vendors must provide evidence of penetration testing they undertake for review by the delegate.



	☐ Yes
☐ No

	As necessary, your firm may also review testing by fourth and fifth party vendors of your third party vendor?

	☐ Yes
☐ No



	8.6.4 Are there any plans to outsource your systems during the next 12 months?



	☐ Yes
☐ No

	If yes, provide details.

	




	8.6.5 Is there a defined policy and/or procedure for the termination of a contract/relationship with a third party vendor?



	☐ Yes
☐ No

	If yes, does the policy and/or procedure detail the removal/retrieval of data from the third party vendor’s systems/servers?

	☐ Yes
☐ No



	8.6.6 Does your organisation request the attestations of your counterparties and incorporate the responses into ongoing relationship and risk management programs?



	☐ Yes
☐ No

	Further information:

	




	8.6.7 Does your organisation respond to requests for your attestations?



	☐ Yes
☐ No

	Further information:
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	8.7.1 Please outline your process for incorporating system changes and releases into the live environment.



	




	8.7.2 In the past 12 months, have there been any changes to your change control policy/process relating to major IT implementations?



	☐ Yes
☐ No

	If yes, describe the changes.

	




	8.7.3 Are security requirements included in the software development lifecycle documentation?



	☐ Yes
☐ No



	8.7.4 Is client data ever used in the test or development environments?



	☐ Yes
☐ No

	If yes, confirm if it is anonymised.

	




	8.7.5 What time period do you allow between vendors releasing high priority security patches (to operating systems/network devices/applications) and your implementation of them to production environments?



	




	8.7.6 In what circumstances do you notify clients before making changes to your systems?
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	8.8.1 Does your organisation use a cloud service provider(s)?



	☐ Yes
☐ No



	8.8.2 Kindly provide an outline of your firm's cloud technology that has/is being developed, including if the platform is/will be held internally or with a third party vendor.



	




	8.8.3 Where your firm uses a third party cloud provider kindly, confirm if client data is stored with the provider.



	☐ Yes
☐ No

	If yes, what controls are in place to ensure the integrity of the client data and its security?

	




	8.8.4 When utilising cloud technology, do you have appropriate controls in place, including those to protect our information from cybersecurity risks, such as mishandling and theft?



	☐ Yes
☐ No
☐ N/A

	If yes, do these procedures and controls adhere to your record retention policy?

	☐ Yes
☐ No

	If no, provide further information.
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	8.9.1 What is your current approach to the use of generative AI within the firm?



	




	8.9.2 Do you rely on third-party services/APIs for the AI offering?



	☐ Yes
☐ No

	If yes, third-party services or APIs used.

	




	8.9.3 Do you currently use, or plan to use, generative AI?



	




	8.9.4 What data sources are used to train the AI models?



	


	Is client data used for this?

	☐ Yes
☐ No

	If yes, how is it anonymised / protected?

	




	8.9.5 What AI model architecture is currently used?



	


	Is it open-source or proprietary?

	




105
